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Factoring in the cloud

amazon

web services

% StarCluster

CADO-NFS

Crible Algébrique: Distribution, Optimisation - Number Field Sieve

Amazon Elastic Compute Cloud
http://aws.amazon.com/ec2/

_|_

Cluster computing toolkit for ec2
http://star.mit.edu/cluster/

+

Number field sieve implementation
http://cado-nfs.gforge.inria.fr/



The Vision...

nadiah$ ./factor

StarCluster - (http://star.mit.edu/cluster) (v. 0.94)
Software Tools for Academics and Researchers (STAR)
Please submit bug reports to starcluster@mit.edu

>>> Using default cluster template: highmemcluster
>>> Validating cluster template settings...

>>> Cluster template settings are valid

>>> Starting cluster...

Info:Al1 done!
9738099831990523525967766416518896973138203668314671589842771631
real 1595m17.334s

user Om0.232s
sys Om0.032s



Info: — — —
Info:Duplicate and singleton removal

Info: — — —
Info:Removing duplicates...

Errer:Command ' /home/cado-nfs/build/filter/dup2 —K 59224515 -poly /fjob/cl55.poly -filelist /fjob/cl5
S5.dup2.filelist -renumber fjob/cl55.renumber.gz -basepath /job/cl55.nodup/@ ' terminated unexpectedly w
ith exit status 1.

Error:Sdadd Renumbering table: read 922746BB walues from file in 12.1s -— 64.5 MB/s

Error: Sy Renumbering table: read 188663296 values from file in 13.2s — 64.4 MB/s

Error:ulilsl Renumbering table: end of read. Read 188882042 values from file in 14.2s —— 65.1 MB/s

Error:SMadd Renumbering struct: nb_bits=32, sizeof(stable)=4, rat=@ nb_badideals=0 add_full_col=0

Error: & Renumbering struct: nprimes=10BBR2042

Error: Renumbering struct: first_not_cached=163750
Error: [checking true duplicates on sample of 592246 cells]
Error: Allocated hash table of 59224515 entries (225Mb)

Error: a8y Constructing the two filelists...
Error:JIME Error while reading /job/cl55.nodup/@/cl55.rels.1.0881.9z



top - 1B:48:47 up 2 days, 16:13, 1 user, load average: 2.B5, 2.18, 1.87
Tasks: 245 total, 1 running, 244 sleeping, ® stopped, B zombie

Cpu(s): 4.0%us, 2.7%sy, @.0%ni, 93.2%id, ©0.0%wa, B.8%hi, A.@%si, B.1%st
Mem: 251649148k total, 73387884k used, 178341256k free, 24B164k buffers

Swap: Pk total, Bk used, Bk free, BBO52144k cached
PID USER PR NI VIRT RES SHR S %CPU S%MEM TIME+ COMMAND
29174 root 208 @ 3577m 267m 3864 S 225 0.1 18B6:58 krylowv
1 root 208 B 24444 2396 1360 S B 2.0 B:84.44 init
2 root 208 2 2 0] B s B 2.0 B:80.80 kthreadd
3 root 20 2 2 B 2 s B 2.2 2:00.90 ksoftirgd/e
B root RT 4] 4] 5] B s B 8.8 2:00.30 migration/®
7 root RT 4] 4] 5] B s B 8.8 2:9008.99 watchdog/@
B root RT 4] 4] 5] B s B 8.8 2:88.32 migration/1
9 root 28 2 2 <] 8 s B 0.8 2:00.80 kworker/1:8
18 root 208 2 2 0] B s B 2.0 2:00.44 ksoftirgd/l
11 root 28 2 2 <] 8 s B 0.8 B:83.78 kworker/@:1
12 root RT 4] 4] 5] B s B 8.8 2:28.81 watchdog/1
13 root RT 4] 4] 5] B s B 8.8 2:08.32 migration/2



Does anybody still use 512-bit RSA?



Could not verify this certificate because it has expired.

Issued To

Common Name (CN) neungnae.es.kr

o ien (0) G of Korea
Organizational Unit (OU) Group of Server
Serial Number 00:FC:3A:D9

Issued By

Common Name (CN) CA134040001

o ion (0) Gt of Korea
Organizational Unit (OU) GPKI

Validity

Issued On 7/3/11
Expires On 8/19/13
Fingerprints

SHAL Fingerprint 6B:2E:69:7F:12:AB: 7:0B:6E:86:47 BF:72:BD:7F:EF:88:22:93
MDS Fingerprint 5C:91:42:38:5F86:F0:49:52:E9:3D:D8:AD:C8 FC:0A




Certificate Hierarchy

¥ CA134040001
neungnae.es.kr

Certificate Fields

Subject
¥ Subject Public Key Info
Subject Public Key Algorithm
¥ Extensions
Authority Information Access
Certificate Authority Key Identifier
Certificate Subject Key ID

Certificate Key Usage

Field Value

Modulus (512 bits):

cf 20 ae 02 cB a6 08 7d 46 25 50 bd 9e cl c4 3d
69 ef d5 01 £6 o5 7e 2d ad de 10 29 9a 37 d0 0a
£3 38 ef 51 17 09 8d 74 £0 db ca 3a f6 82 eB ad
82 80 £7 d6 54 2b 53 bd d9 54 06 4d 47 a9 49 fb

Exponent (24 bits):
65537




Certificate Hierarchy

¥ CA134040001
neungnae.es.kr

Certificate Fields

Subject Public Key Algorithm
Subject's Public Key
¥ Extensions
Authority Information Access
Certificate Authority Key Identif
cate Subject Key 1D

Field Value

Not Critical
Is a Certificate Authority
Maximum number of intermediate Che:

unlimited




Factoring details

44 hours, $241

» Polynomial selection: 12 minutes (parallel)

v

Sieving: 12-14 hours (parallel)

v

Generating matrix: 1 hour (single core)

v

Linear algebra: 26 hours (partially parallel)

v

Square root: 20 minutes (single core)

v

Recovering from crashes: 2-3 hours

16 "8x large memory optimized cluster compute spot instances” at
$0.343/hour = $5.48/hour



1084815553842551142900520794449806245616824430624988
6906809764553107935080834330292843201597849730250171
094340013101876851402167330796759352537531560876539

111399099676390215669316862567320367625
479517670936483804719644527320678472637

973809983199052352596776641651889697313
82036683146715898427716312842129869847
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http://www.cis.upenn.edu/~nadiah/projects/faas/


http://www.cis.upenn.edu/~nadiah/projects/faas/

