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We consider private communication among organizations, say, between company A and B.
Usually, sender of message does not know the inner-structure of recipient organization
from privacy reason of the organization. 

For example, for sending a ciphertext for subject X, he does not know who is in charge for it.
Then, company B set a contact point, and he receives any types of ciphertexts, 
and forwards them to an appropriate person in charge. 
Here, say, Dept 1 is in charge for the subject X, so he re-encrypts the ciphertext to Dept 1.
Of course, he in Dept 1 only decrypt it, but any others cannot.

We consider such cryptographic mechanism for realizing such attribute-based ciphertext forwarding,
And we call it functional PRE or attribute-based PRE, next we will describe it.
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In Attribute-based encryption, sender encrypts message m using parameter x, 
and send it to receiver.
He can open the ciphertext by key associated with parameter v 
if and only if R(v, x) = 1, that is, a pre-determined relation R(v, x) holds.

Proxy re-enc functionality is added to the system.
Re-enc key is generated or delegated from sk_v associated with parameter v,
and using it original CT with parameter x is converted to a new CT
with parameter x’ if R(v, x) holds.

We implemented such re-enc func. for a large class of predicates,
including those defined by any polynomial size logical formulas.
In particular, the predicate can indicate a complicated group of
recipients, which is very useful in practice.
Moreover, an advantage of our scheme is no additional information is
revealed to proxy, and we will explain such security advantages.
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First, we will review fully attribute-hiding security for inner product encryption, here.
In the security game, a dec. key query is allowed for an adversary.
And, challenge query ( m0, m1, x0, x1 ) satisfy the condition: For all dec. key query v,
The relation is preserved R(v, x0) = R(v, x1), and if matching or decryptable key v is queried,
Then meaages are same m0 = m1.

The conditions are rephrased in a simple form, here.
This multiplication of X and the value of relation means that 
if the relation holds, then X and if the relation does not hold, means bot symbol.
Using this notation, the relation represents these conditions.

Our security definition is an extension of this using this representation.
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First, we define fully attribute-hiding for original CT in F-PRE is represented by this game.
Here, three types of queries, dec. key, re-enc. key, re-enc queries are allowed.
And, challenge is the same as before (m0, m1, x0, x1).

Of course, the condition for dec. key should holds, and moreover,
we should consider an attack by re-enc. key queries, then,
this new condition should holds using the previous multiplicative notation.
This represents two-level condition, where v is dec key query and 
(v_\ell, x’_\ell) is re-enc key query.

For realizing this condition, we extend the previous security proof techniques
for fully attribute-hiding.
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Moreover, this game represents high security against proxy,
that is, any additional information should not be leaked to an malicious
proxy.

The challenge re-enc key query consists of (v0, v1, x’0, x’1).
The condition is given here for any dec. key query v’.
It is similar to the full attribute-hiding of IPE, where query consists of
Messages and parameters x.

Our scheme has this security property.
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Next is related to security of parameters in re-enc. CT.
For any dec. key query, this condition should hold.


Full Anonymity

An AB-PRE (or functional-PRE) Is fully-anonymous
If it satisfies the following requirements

. Attribute-Hiding for Original CTs
. Predicate- and Attribute-Hiding for Re-Encryption Keys
. Predicate- and Attribute-Hiding for Re-Encrypted CTs

. (Unconditional) Unlinkablility of Re-Encryption Keys
. (Computational) Unlinkability of Re-Encrypted CTs
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Summarizing, we define full anonymity if the scheme satisfy
the five conditions.
We already explained the first three.
The last two notions are two types of unlinkability.
For example, two re-enc. Keys delegated from the same dec. key
should not be linked for privacy of re-enc. Key holders.
For re-encrypted CT, the unlinkability is similarly defined.


»

1.

2.

Our Results

Introduction of a new notion of functional proxy-re-encryption
(F-PRE) and full anonimity

The first fully-anonymous inner-product proxy-re-encryption
(IP-PRE) scheme, whose security is proven under

» the DLIN assumption and

» the existence of a strongly unforgeable one-time signature
scheme

In the standard model.

The first ciphertext-policy (CP-) F-PRE scheme with the
access structure class given by Okamoto-Takashima [OT10].

Key Techniques

Blind Delegation, New Hidden Subspace Generation,
Dual Pairing Vector Space ( DPVS ) Framework
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Here are our results.

First, we introduce a new notion of functional proxy-re-encryption
And full anonymous notion.

Second, We constructed the first such inner-product PRE, whose security
Is proven under DLIN and the existence of a strongly unforgeable
One-time signature scheme.

Third, we realized more expressive ciphertext-policy F-PRE with
The access structures given by Okamoto-Takashima.

For  obtaining the results, we employed several key techniques,
Including CHK transform and blind delegation, new hidden subspace generation, 
and DPVS framework.
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Available at http://eprint.iacr.org/2013/318
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For the details, please refer to this e-print.

That’s it. Thank you.
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